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Title: Updating your Direct Address in NPPES (National Plan & Provider Enumeration System) 

Application: Inpatient and Ambulatory  

Affected Role: Providers with an active National Provider Identifier (NPI)  

Date: 03/08/2021 Revision Number: 2 

The recently passed CMS Interoperability and Patient Access Rule mandated a centralized directory of 

provider electronic addresses (also known as “Direct” or “direct address”) for data exchange be published by 

the National Plan & Provider Enumeration System (NPPES) as part of the requirement to promote 

interoperability. The purpose of providing digital contact information is to improve interoperability and the 

efficiency and effectiveness of electronic health information exchange. 

The Rule states that providers must input their Direct Address as their digital contact information into 

NPPES, or they will be subject to public reporting for non-compliance.  

See the below steps for how you can update your Direct Address. 

 Try It Out 
 
Updating your Direct Address in NPPES (National Plan & Provider Enumeration System) 
 

Website:  https://nppes.cms.hhs.gov  (click the link to go to NPPES) 
 
How to Retrieve your User ID and Password: 
Before you can update your Direct Address in NPPES, you must first retrieve your User ID and Password. Most 
providers do not know their User ID or Password.  Please note: the Excel spreadsheet that was linked in 
communications with this Tip Sheet lists your Direct Address, which is NOT your User ID for NPPES. 
 

 
1. When you first log into NPPES, a Terms and Conditions page will display, please Click Accept on the Terms and 

Conditions page: 

https://nppes.cms.hhs.gov/
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2. To retrieve your User ID and Password, click on FORGOT USER ID OR PASSWORD?. 

 

3. A warning sign will pop up, letting you know that you are leaving the NPPES website and you are being directed 
to I&A to Reset your User ID or Password.  I&A is a different website, that manages the User IDs and Passwords. 

Click OK. 
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4. A Terms and Conditions page will first be displayed on I&A, click Accept. 

 

5. From the home screen, please Click on Retrieve Forgotten User ID. 

 

6. There are two options to Retrieve Forgotten User ID: 

• Enter E-mail Information- if you select this option, your User-ID will be e-mailed to you.  If you are 
unsure which email would be associated with this account, please enter User Information instead. 



 
 

4 
 

OR  

• Enter User Information- if you select this option, your user ID will be immediately displayed to you. 
 

7. Once you choose an option (E-mail Information or User Information), enter that information and then 
Click Continue. 

 

8. Follow the directions of the option you selected in Step 6 and Step 7: 
a. E-mail Information: If you chose to enter your E-mail, your User ID will be e-mailed to the email that you 

entered.  Once you receive the email, click on Continue to Login Page to start the steps to reset your 
password. 
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Once back on the Login Page, Click Forgot Password. 

 
 
Enter in the User ID that was e-mailed to you and then Click Continue: 

 
 
The Reset Forgotten Password – Challenge Information Page will then be displayed.  
To reset your password, you will need to successfully complete one of the following two options: 
 

1. Correctly answer three Security Questions associated with your account. 
2. Enter the User Information associated with your account. 

 
If you choose Option 1, and are unable to correctly answer three of the Security Questions associated with your 
account, you will be required to complete Option 2 and correctly enter the User Information associated with 
your account before being allowed to reset your password. 
 
Once you have completed one of the options, click Continue. 
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Continue to Step 9. 
 
b. User Information:  If you entered User Information, the Forgotten User ID is immediately displayed after 

you clicked Continue.  Please write this User ID down. 
Click on Continue to Change Password, to reset your Password: 

 

   

9. Reset your Password to something that meets the Password Compliance of the I&A site, then click Reset: 
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10. Once your Password has been reset, click Continue to Login Page: 

 
 

11. From the I&A Login Page, Click on NPPES. This will redirect you back to the NPPES website, so you can log in 
(using your new User ID and Password) and update your Direct Address.  Do not try to log into I&A to update 
your Direct Address. 
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If you have any issues retrieving your User ID and Password: 

Please call the Identity & Access (I&A) Management System help desk: 1-866-484-8049. 

 
 
How to Update your Direct Address: 
Now that you have the User ID and Password for NPPES, you can log in to update your Direct Address. 
 

1. Once you are redirected back to NPPES from the I&A site, the Terms and Conditions page will display, click on 

Accept on the Terms and Conditions page: 
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2. Log into NPPES with the User ID and Password that you just retrieved from I&A, then Click Sign In: 

         

 

3. Use of the NPPES site requires Multi-Factor Authentication (MFA).   

If this is your first time using this site, you will have to set up Multi-Factor Authentication.  Please follow the 

prompts on the site to set up MFA.  Once that is set up, continue with the steps in this Tip Sheet. 
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4. Enter Code that is sent to you and click Verify Code: 

 

5. You should now be on the National Provider System Main Page: 
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6. To update your profile, navigate to the Pencil Icon in the Action section.  (You may have to scroll all the way 

to the right to be able to see this icon.) 

   

 

7. Once you are in your profile, navigate to the Health Information Exchange section on the far-left hand side of 

the screen. 
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8. Fill out the Required Fields (marked with an *): 

 

 

If you are an Employed Henry Ford Health System Provider, please follow these steps: 

A. Endpoint Type:  Select Direct Messaging Address. 

 
 

B. Endpoint:  Enter your Direct Address in an accurate and appropriate format. 

Your Direct Address can be found in the Direct Address Look-Up file.  This is an address that is generated 

out of Epic and is different than your HFHS email.  If your name is not listed in the Direct Address Look-Up 

file, please open a Help Desk ticket, assigning it to the Epic SER Team, to have one generated for you. 

 
 

C. Is the Endpoint affiliated to another organization?:  Select No. 
 

 
 

D. Endpoint Location: Select a Henry Ford Health System location from the Endpoint Location dropdown: 

 
 

https://www.henryford.com/-/media/files/henry-ford/21st-century-cures-act-communications/all-hfhs-direct-addresses-21021.xlsx?la=en&hash=FA133793729C9B22C3CF4FF8C4757859
mailto:helpdesk@hfhs.org
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If one is not listed, click Add New Endpoint Location to add a Henry Ford Health System location: 

 
 

E. Endpoint Use Terms and Conditions: 
After entering all the Endpoint information, users must attest to the accuracy of the information entered 
and provide consent to allow the sharing of their Endpoint information with other healthcare entities for the 
purpose of exchanging healthcare information electronically. This provides a secure and more efficient way 
for exchanging healthcare information electronically without the burden of mailing documentation 
 

 
 

F. Click Save 

 
 

G. Continue to Step 9 of the Tip Sheet 
 
 

 
If you are a Private Practice Provider, please follow these steps: 

A. Endpoint Type:  Select Direct Messaging Address. 

 
 

B. Endpoint:  Enter your Direct Address in an accurate and appropriate format. 

 
 

C. Is the Endpoint affiliated to another organization?:  Select Yes. 

 
 

D. Click on Choose Affiliation: 

 
 

E. Search for the appropriate Henry Ford Health System location by NPI: 
NPI    Organization Name 
1134144801  Henry Ford Health System (HFH) 
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1023114634  Henry Ford Macomb Hospital Corporation 
1407867559  Henry Ford Health System (HFWB) 
1992725352  Henry Ford Wyandotte Hospital 
1962594317  W.A. Foote Memorial Hospital, Inc. 
 

 
 

F. Endpoint Location:  Select the address that is associated with the Endpoint Affiliated Organization: 
 

 
 

G. Endpoint Use Terms and Conditions: 
After entering all the Endpoint information, users must attest to the accuracy of the information entered 
and provide consent to allow the sharing of their Endpoint information with other healthcare entities for the 
purpose of exchanging healthcare information electronically. This provides a secure and more efficient way 
for exchanging healthcare information electronically without the burden of mailing documentation. 
 

 
 

H. Click Save 

 
 

9. After clicking Save, go to the Error Check section on the far-left hand side to verify there are no Errors with your 

Profile. 
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10.  If all areas are complete with no errors, go to the Submission section: 

 
 

11. In the Submission section, click the Check Box and then click Submit to update your profile with your Direct 

Address: 
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12. Your NPPES profile is now updated with your Direct Address. 

Additional Tips 
 
If you are having any issues trying to update your Direct Address in NPPES, please contact: MeaningfulUse@hfhs.org. 
 

mailto:MeaningfulUse@hfhs.org

